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BBEJIEHUE

Ecnu nonw3oBarens ucnonb3yer 6a3y nanHbix NoSQL, Takyto kak MongoDB,
U HE YBEPEH, YTO OHA JIOCTATOYHO XOpolia (He HaXOAUT BCE YSI3BUMOCTU, HE BUJIUT
HENPaBUWIBbHYIO KOHPUTypaluio), Takoil nHCTpyMeHT kak NoSQLMap momosxer emy
UCIIPABUTh 3Ty CUTYaLHIO.

NoSQLMap — 510 yTmimTa ¢ OTKPBITBIM MCXOJHBIM KOJOM, OCHOBaHHas Ha
Python. Ona criocoOHa MpoOBOANTH ayAMUT AJIA MOMCKAa HEMPABWIBHOW KOH(UTYypauuu
Y aBTOMATH3alli¥ HHBEKIIMOHHBIX aTak [1].

Ilenwro manHO# paboTHI sBIIsIETCS 03HaKoMmiieHre ¢ NoSQLMap.

JUis TOCTUXKEHUS! MOCTaBJIECHHOW L€ HaMHM ObUIM MOCTABJIEHBI CIIEAYIOIINE
3aJ1a4yu:

1. ycTaHOBUTH HEOOXOIMMBIE IPOIPAMMBI

2. HacTpOWTH 0a3y JaHHBIX.



1 YeranoBka nmporpamMmm
1.1 Ycranoska MongoDB

MongoDB — noKyMEHTOOPHEHTUpPOBAaHHAs CHCTEMa YIIpaBlieHHs Oa3amMu
JAaHHBIX, HE Tpelyromas onucaHus cxembl Tabmun. CuuTaercs OJHUM U3
kiaccuaeckux nmpumepoB NOSQL-cuctem [2].

MongoDB noaxoaut s ciaeayromux npuMeneHuit [2]:

o XpaHEHUE U PEerucTpaus COObITHIA;

o CHUCTEMBI YIIPABIICHUS JOKYMEHTAMU U KOHTEHTOM;

o 3JIEKTPOHHAsA KOMMEPLMS,

o UTPBI,

o JAaHHbIE MOHUTOPUHTA, IATYNKOB;

o MOOUJIbHBIE TTPUIIOKEHHUS;

o XPaHWIMIIE ONEPalMOHHBIX JAHHBIX BeO-CTpaHUI] (HapUMep, XpaHCHUE

KOMMEHTApHUEB, PEUTHUHTOB, TPO(uIIeH MOIb30BaTENCH, CEAHCHI TTOJIb30BATEINIECH ).

Jlns vactpoiiku MongoDB B Kali Linux Heo6xomumMo UCTONb30BaTh KOMaHIy:

wget -qO - https://www.mongodb.org/static/pgp/server-4.2.asc | sudo apt-key
add — [3]

Caenyromum marom cosmaaem /etc/apt/sources.list.d/mongodb-org-4.2.list ¢aiin
st MongoDB [3].

Jlanee BBIMOTHSIEM CIEAYIONIYIO KOMaHAY, YTOOBI Tepe3arpy3uTh JIOKAJIbHYIO
0a3y maHHbBIX makeToB: SUO apt-get update. 3aTem ycranaBnuBaem maketsi MongoDB:
sudo apt-get install -y mongodb-org [4].

s ynooHoro B3aumogerictBuss PHP u MongoDB HeoOxoauMo ycTaHOBUTH
OMOJIMOTEKY ¢ IMOMOIIBI0 KOMaHbl: cCoOmposer require mongodb/mongodb. [lannas

KOMaHa OOJIKHA BBIBECTH.

/composer.json has been created

Loading composer repositories with package information



Updating dependencies (including require-dev)
- Installing mongodb/mongodb (1.0.0)
Downloading: 100%

Writing lock file
Generating autoload files

1.2 Hactpoiika NoSQLMap

NoSQLMap — »1o mHCTpyMeHT Ha Python ¢ OTKpBITBIM HCXOTHBIM KOIOM
NpeAHA3HAYECHHBINM I ayJuTa W aBTOMAaTUYECKUX WHBEKIHMOHHBIX aTak M
AKCIUTyaTanuii cnabocteit (KoHpurypauuii ¢ n1e@oJTHBIMU yUYETHBIMU JaHHBIMHU) B
0a3ax maHHbpIXx NoSQL, a Takke B BeO-MPUIIOKEHUAX, UCTIONB3YrOUX NoSQL, ms
BCKPBITUS HH(DOpMAIK U3 0a3sl JaHHKIX [5].

BosmoxnOCTH:

e ATaky aBTOMAaTHUYECKOTO MEPEUYHCIICHUs U KJIOHHpOBaHUA 0a3 gaHHbIXx MongoDB
u CouchDB.

e l3Bneuenne UMEH 0a3 NaHHBIX, MOJIb30BaTENEH M xemel naposieit u3 MongoDB
4yepe3 BeO-TPUIT0KECHHUS.

e CkanupoBanue mnojacereil mwiu cnucka [P B mouckax 6a3 manaeix MongoDB u
CouchDB ¢ noctynom rno yMoI4aHHio U NePEeYUCICHUE BEPCHIA.

e Ataka mo cjoBapr u OpyT-(popcoM MO B3JIOMY MApOJICH BBIIBICHHBIX XeIIeH
MongoDB u CouchDB.

e lHbekunoHHbIE aTaku Ha mapameTpbl PHP mpuioxkenuii s Bo3Bpara Bcex
3anuceit 0as3bl JaHHBIX.

o OyHKIUS KPaHUPOBAHMS BETWYMH Javascript © MHBEKIIMHA TPOU3BOJIBLHOTO KOJa

JUTSI BO3BpaTa BCEX 3amuceil 0a3bl TaHHBIX.



e (OcHoOBaHHBIC Ha TAMHHIE aTaKW, CXOAHBIC CO cIembIMU SQL MHBEKUMSMH, IS
BaJTUAIMHN ySI3BUMOCTEH HHBEKIMK Javascript ¢ mpuimokeHussMu 0e3 0O0paTHOM
CBSI3H.

NoSQLMap MOXXHO yCTaHOBHUTh, KJIOHHUPOBaB ux pernoszuropuit u3z GitHub u

3aITyCTHUB CKPHUIIT YCTaHOBKH [6]:

git clone https://github.com/codingo/NoSQLMap.git

cd NoSQLMap

python setup.py install

Jlns 3amycka NoSQLMap HeoOxoaumo 3amycTuTh KoMaHay ./nosqglmap.py

Ha pucynke 1 npencraBieHo IIaBHOE MEHIO!
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1-Set options

2-NoSQL DB Access Attacks

3-NoSQL Web App attacks

4-Scan for Anonymous MongoDB Access
5-Change Platform (Current: MongoDB)
X-Exit

Select an option: |

Pucynok 1. I'lmaBHOE MeHIO

Ocnosuble onuuun NOoSQLMap n3o0pakeHbl Ha pUCyHKE 2.



Options

1-Set target host/IP (Current: Not Set)

2-Set web app port (Current: 80)

3-Set App Path (Current: Not Set)

4-Toggle HTTPS (Current: OFF)

5-Set MongoDB Port (Current : 27017)

6-Set HTTP Request Method (GET/POST) (Current: GET)
7-Set my local MongoDB/Shell IP (Current: Not Set)
8-Set shell listener port (Current: Not Set)
9-Toggle Verbose Mode: (Current: OFF)

0-Load options file

a-Load options from saved Burp request

b-Save options file

h-Set headers

x-Back to main menu

Select an option:

PucyHnok 2. OCHOBHbIE OMIINH

Taxoke Bo3moxkeH Beioop CYB/I (puc. 3).

1-MongoDB
2-CouchDB

Select a platform:

Pucynok 3. Beibop CYB/]

[TonpoOHy0 MHPOPMAIIUIO MOKHO MPOCMOTPETH C MOMOIIBI0 KoMaH sl —help

(puc. 4).



(root® kali)-[~/NoSQLMap]

E# ) sqlmap.py --help

usage: nosqlmap.py [-h] [--attack {1,2,3}] [--platform {MongoDB,CouchDB}]
[--victim VICTIM] [--dbPort DBPORT] [--myIP MYIP]
[--myPort MYPORT] [--webPort WEBPORT] [--uri URI]
[--httpMethod {GET,P0ST}] [--https {ON,OFF}]
[--verb {ON,OFF}] [--postData POSTDATA]
[--requestHeaders REQUESTHEADERS]
[--injectedParameter INJECTEDPARAMETER]
[--injectSize INJECTSIZE] [--injectFormat INJECTFORMAT]
[--params PARAMS] [--doTimeAttack DOTIMEATTACK]
[--savePath SAVEPATH]

optional arguments:

-h, --help show this help message and exit

--attack {1,2,3} 1 = NoSQL DB Access Attacks, 2 = NoSQL Web App
attacks, 3 - Scan for Anonymous platform Access

--platform {MongoDB,CouchDB}

Platform to attack

--victim VICTIM Set target host/IP (ex: localhost or 127.0.0.1)

--dbPort DBPORT Set shell listener port

--myIP MYIP Set my local platform/Shell IP

--myPort MYPORT Set my local platform/Shell port

--webPort WEBPORT Set web app port ([1 - 65535])

--uri URI Set App Path. For example '/a-path/'. Final URI will
be [https option]://[victim option]:[webPort
option]/[uri option]

--httpMethod {GET,POST}

Set HTTP Request Method

--https {ON,OFF} Toggle HTTPS

--verb {ON,OFF} Toggle Verbose Mode

--postData POSTDATA Enter POST data in a comma separated list (i.e. param
name 1,valuel,param name 2,value2)

--requestHeaders REQUESTHEADERS
Request headers in a comma separated list (i.e. param
name 1,valuel,param name 2,value2)

nsmweb:
--injectedParameter INJECTEDPARAMETER
Parameter to be injected
--injectSize INJECTSIZE
Size of payload
--injectFormat INJECTFORMAT
1-Alphanumeric, 2-Letters only, 3-Numbers only,
4-Email address
--params PARAMS Enter parameters to inject in a comma separated list
--doTimeAttack DOTIMEATTACK
Start timing based tests (y/n)
--savePath SAVEPATH output file name

Pucynok 4. Pe3ynbrar komanas! help




2 Hactpoiika 6a3bl JaHHBIX

Jlis 3armycka MongoDB Bocmonb3oBanuck komangoi mongod --dbpath /data/db
--bind_ip 127.0.0.1 —auth (puc. 5).

[/etc/mysql]

/data/db --bind_ip 127.0.0.1 t
.611+0100 CONTROL [main] Automatically disabling TLS 1.0, to force-enable TLS 1.0 specify --sslDisabledProtocols 'none
.614+0100 W ASIO [main] No TransportLayer configured during NetworkInterface startup
.615+0100 CONTROL [initandlisten] MongoDB starting : pid=332183 port=27017 dbpath=/data/db 64-bit host=kali
.615+0100 CONTROL [initandlisten] db version v4.2.14
4.615+0100 CONTROL [initandlisten] git version: @e6db36e92d82cc81cbd40ffd607eae88dc1f09d
.615+0100 CONTROL [initandlisten] OpenSSL version: OpenSSL 1.1.1k 25 Mar 2021
.615+0100 CONTROL [initandlisten] allocator: tcmalloc
.615+0100 CONTROL [initandlisten] modules: none
.616+0100 CONTROL [initandlisten] build environment
.616+0100 CONTROL [initandlisten] distmod: debian10@
.616+0100 CONTROL [initandlisten] distarch
.616+0100 CONTROL [initandlisten] target_arch: x86_
.616+0100 CONTROL [initandlisten] options: { net: { bindIp: "127.0.0.1" }, security: { authorizatio ‘enabled" }, storage: { dbPath: "/data/d
.617+0160 W STORAGE [initandlisten] Detected unclean shutdown ata/db/mongod.lock is not empty
4.617+0100 STORAGE [initandlisten] Detected data files in /data/db created by the 'wiredTiger' storage engine, so setting the active storage en|
.617+0100 W STORAGE [initandlisten] Recovering data from the last clean checkpoint
.617+01600 STORAGE [initandlisten]
.617+0100 STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
4.617+0100 STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesyst
2021-07-02T18 .617+0100 STORAGE [initandlisten] wiredtiger_open config: create,cache_size=561M,cache_overflow=(file_max=60M),session_max=33000,evictio
tistics=(fast),log=(enabled=true,archive=true,path=journal,compressor=snappy),file_manag close_idle_time=100000,clo scan_interval=10,close_handle_minimum=2

PucyHok 5. Pe3ynbraT KOMaH bl

C nomonipro koMaHabl MONQO Mbl oTKpbIBaeM CY DB/l nns penakrupoBanus bJ]

(puc. 6). Hampumep, xomanna show dbs mokaseiBaer umerommuecs b/1.

(root® kali)-[/var/www/html/test
#

MongoDB shell version v4.2.14

connecting to: mongodb://127.0.0.1:2 compressors=disabled&gssapiServiceNa

Implicit session: session { "id ("657618d8-20cb-4bcf-9de2-6de8c599e622

MongoDB server version:

Server has startup g

2021-07-02T18:16:43. STORAGE [initandlisten]

2021-07-02T18:16:43.476+0100 STORAGE [initandlisten] WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-07-02T718:16:43.476+0100 STORAGE [initandlisten] See http://dochub.mongodb.org/core/prodnotes-filesystem
2021-07-02T18:16:44.515+0100 CONTROL [initandlisten]

2021-07-02T18:16:44.515+0100 CONTROL [initandlisten] ** WARNIN Access control is not enabled for the database.

2021-07-02718:16:44.515+0100 CONTROL [initandlisten] Read and write access to data and configuration is unrestricted.
2021-07-02718:16:44.515+0100 CONTROL [initandlisten] WARNING: You are running this process as the root user, which is not recommended.
2021-07-02T18:16:44.516+0100 CONTROL [initandlisten]
2021-07-02718:16:44.516+0100 CONTROL [initandlisten]
2021-07-02T18: .516+0100 CONTROL [initandlisten] WARNING: /sys/kernel/mm/transparent_hugepage/enabled is 'always'.
2021-07-02T18: 4.516+0100 CONTROL [initandlisten] We suggest setting it to 'never'
2021-07-02T18:16:44.516+0100 CONTROL [initandlisten]

Enable MongoDB's free cloud-based monitoring service, which will then receive and display
metrics about your deployment (disk utilization, CPU, operation statistics, etc).

The monitoring data will be available on a MongoDB website with a unique URL accessible to you
and anyone you share the URL with. MongoDB may use this information to make product
improvements and to suggest MongoDB products and deployment options to you.

To enable free monitoring, run the following command: db.enableFreeMonitoring()
To permanently disable this reminder, run the following command: db.disableFreeMonitoring()

> show dbs

admin .000GB
config .000GB
database .000GB
local .0006B
user .0006B

Pucynok 6. Pe3ynprar komans1 mongo

[locne noOaBieHHs MONb30BATENEH, HEKOTOPBIE W3 HUX NPEACTABICHBI Ha

pucynke 7, Hamu 061 Hanucan PHP ckpunt nis nonkmtouenus k B/ (puc.8).



> use admin
switched to db admin
> show users
{
"_1d" : "admin.Admin",
"userId" : UUID("548f53a4-elcf-4737-%9ala-17c695789818"),
"user" : "Admin",
"db" : "admin",
"roles" : [

{

“userAdminAnyDatabase",
"admin”

"readWriteAnyDatabase",
"admin"

}

’echanisms" < L
"SCRAM-SHA-1",
"SCRAM-SHA-256"

]

"_id" : "admin.Jonn",
"userId" : UUID("07e5ac7d-c80d-488d-b240-e898b6985ch7" ),
"user" : "Jonn",
"db" : "admin",
"roles" : [
{
"role" : "readWrite",
"db" : "admin"
}
]

Hechanisms" = L
"SCRAM-SHA-1",
"SCRAM-SHA-256"

Pucynox 7. I[Tonb3oBatenu 6a3bl JaHHBIX admin

CkpunT 3anMchIBacT MOAKIIOUEHHS BCeX IMoib3oBareneid. Eciam  3amen

nojib30Baresi AdMIN, To OH BBIBOAUT XKypHa rmocerieHus (puc. 9).
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GET["user"]) and isset($_GET["password

$_GET["user"];

$_GET["password"] ;

toléad.php'; // include Composer's autoloader

1 = new MongoDB\Client("mongodb://".$ @localhost:27017");

$collection = $conn->database->colll;
date_default_timezone_set('UTC');

[ 'name' => $usr. '','data’'=>date(DATE_RF(C822)] );

M " .$obj['data'] . '<br/>';

<title>Shop login</title>
</head>
<body>
<form action="" method="GET" class="form-signin">
<h2>Please login</h2>
<label for="user" clas -only">Username</label>
"text" nam ser" id="user" class="form-control" placeholde
password" class="sr-only">Password</label>

<input type="password" id="password" name="password" class="form-control” placeholder="Password" required=
og in</button>

<button class="btn btn-1g btn-primary btn-block" type="submit
</form>
</body>

Pucynoxk 8. Cxkpunt

11

Username" required="" autofocus=""><br/><br/>

><br/><br/>




Admin Fri, 02 Jul 21 11:00:32 +0000
Admin Fri, 02 Jul 21 11:02:20 +0000
Jonn Fri, 02 Jul 21 11:04:25 +0000

Admin Fri, 02 Jul 21 11:15:48 +0000
Admin Fri, 02 Jul 21 11:18:13 +0000
admin Fri, 02 Jul 21 11:19:08 +0000
Admin Fri, 02 Jul 21 11:19:44 +0000
Admin Fri, 02 Jul 21 11:20:08 +0000
Admin Fri, 02 Jul 21 11:20:49 +0000
Admin Fri, 02 Jul 21 11:22:32 +0000
Admin Fri, 02 Jul 21 11:22:47 +0000
Admin Fri, 02 Jul 21 11:23:50 +0000
Admin Fri, 02 Jul 21 11:59:03 +0000
admin Fri, 02 Jul 21 11:59:12 +0000
Admin Fri, 02 Jul 21 12:01:30 +0000
Admin Fri, 02 Jul 21 12:02:29 +0000
Admin Fri, 02 Jul 21 12:03:19 +0000
admin Fri, 02 Jul 21 12:10:54 +0000
admin Fri, 02 Jul 21 12:13:09 +0000
Admin Fri, 02 Jul 21 13:45:28 +0000
admin Fri, 02 Jul 21 14:07:15 +0000
admin Fri, 02 Jul 21 14:07:30 +0000
admin Fri, 02 Jul 21 14:07:30 +0000
admin Fri, 02 Jul 21 14:08:48 +0000
admin Fri, 02 Jul 21 14:08:49 +0000
Admin Fri, 02 Jul 21 15:03:04 +0000

Please login

Username lUsername
Password Password

Login

Pucynok 9. Pe3ynbrar nmoakitodeHus mojibzoBareiss Admin
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SAKJIIOYEHUE

B xonme mponmenanHoi pabotel Mbl o3HakoMuinch ¢ NOSQL, nHa mpumepe
MongoDB, a Tawke c¢ NOSQLMap; Hamucamu CKPUNT TOAKIIOYEHUS U

penakTupoBaHus 0a3bl TaHHBIX.
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